JSI Tip 0483 - How can I hide files from Explorer and/or Dir? 
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<filename> :<StreamName> syntax. 



If you want to hide files from everyone and you have an NTFS 
partition, you can do it by using streams. NTFS allows a file to 
have multiple streams using 
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Open a CMD prompt and type: " ' ~ " 

notepad "MyFile.txt" 

You will be prompted to create it. Click Yes. Enter some text and save the file. Do a DIR and record the size of the file. 



notepad "MyFile.txt : secret" 

You will be prompted to create it. Click Yes. Enter some text and save the file. Now type: 
notepad "MyFile.txt :HideMe" 

You will be prompted to create it. Click Yes. Enter some text and save the file. Now type: 
DIR MyFile.txt 

You will see that the streams are invisible and that the file size is the same as you originally recorded. Likewise, you will 
not see them in Explorer. 

You may read/edit your data by typing: 
notepad "MyFile.txt: Secret" 

The only way I know to remove the streams is to copy the file to a FAT partition and then back again: 

Copy MyFile.txt A:\ 

Copy A:\Myfile.txt MyFile.txt 

A copy from an NTFS partition to an NTFS partition will preserve the streams. 
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Sponsored Links 

• Free White Paper on Exchange 2003 Deployment 

• CommVault - Free White Paper - Managing the Infinite Inbox 

• Secure y our u pg rade to Microsoft Off ice 2003 n ow with CDW! 

• Is your Exchange data protected? Free whitepaper learn how. 

• Deploy a wireless LAN with solutions and products from Intel 

• The world' s #1 webhost is here. G et 3 ye ars fre e. 

• 100% uptime g uarantee on Exchange Server platform? Find out 
howl 

• Download NetlQ's FREE Migration Best Practices Guide Now! 



Featured Links 

• Get a free sample issue of Exchange & Outlook 
Administrator! 

• Check out our f all line up of free Web se minars! 

• Get a f ree sam ple issue of Windows & .NET Magazine! 
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